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Abstract—The field of Machine Learning (ML) has been
engaged in intensive research for a while to build an efficient
and effective intelligent system for the early identification of
chronic diseases such as cancer and diabetes and has recently seen
some promising findings. The bulk of the initiatives are aimed at
classifying illness onset and minimizing cases of maltreatment. As
a supervised learning problem, its accuracy is mostly determined
by the training data, which is labeled data on actual patients that
is highly privacy-sensitive. Privacy leakage can occur at any point
in the machine learning lifecycle, from model training through
model deployment, and can lead to a membership inference
attack, model inversion attack, and reconstruction attack. As
a result, safeguarding users’ privacy is critical in healthcare
issues, but little has been done to satisfy this demand. In this
paper, we propose differential privacy-based Logistic Regression
and Naı̈ve Bayes models on breast cancer classification and
diabetes prediction. We evaluate the two models using the popular
Wisconsin Diagnostic Breast Cancer (WDBC) dataset, and Pima
Indians Diabetes dataset and depict the privacy requirement and
model accuracy trade-off.

Index Terms—Machine Learning, Differential Privacy, Health-
care, Security, Privacy.

I. INTRODUCTION

Over the last decade or so, Machine Learning (ML) has
significantly changed the healthcare system. Breast cancer de-
tection is just a single instance from a large pool of healthcare
problems that have benefited fundamentally by ML[18], [14].
Breast cancer among women is one of the most common
and deadliest cancers worldwide. Early diagnosis can help in
timely treatment; leading to improved survival rates. ML has
made the early detection of malignant tumors and the reduction
in the possibility of mistreatment a reality. Similarly, Diabetes,
one of the deadliest and chronic metabolic diseases occurs due
to a high level of sugar in the blood over a long period. Many
complications occur if diabetes remains untreated and uniden-
tified. The risk factor and severity of diabetes can be reduced
significantly if it is possible to detect diabetes at an early stage.
In recent years, plenty of ML methods have been proposed
and published for diabetes prediction[13]. Although ML-based
solutions seem rather tempting, the vulnerabilities associated
with the design of ML-based systems have not yet been fully
understood. In prediction-based healthcare applications, the
ML model responsible for the classification is considered to
be a highly valuable intellectual property[17]. An attack on the
model could seriously undermine the privacy of the patients’
data that was used to train and test the model. This shows

that ML models can capture information on their training
data, and exploitation of the models could lead to membership
inference attack[20], model inversion attack[15] and training
data leakage using the model’s prediction[10]. Going further,
this data leakage combined with some knowledge of query
distribution can even lead to a full reconstruction attack[2].

To address the privacy issues, differential privacy has gained
significant attention to develop privacy-preserving machine
learning models. Differential privacy-based approaches at-
tempt to add statistical noise drawn from a probability distribu-
tion (e.g. Laplace distribution) to classifiers’ parameters[23].
Formally, a randomized mechanism M is said to be ε-
differentially private if for any two neighboring datasets D1

and D2 differing on at most one record, and any S ⊂
Range(M), then e−ε ≤ Pr[M(D1)∈S]

Pr[M(D2)∈S] ≤ eε The sensitivity
of a query q over the input datasets is computed as q =
max ||q(D1)− q(D2)||.

In this paper, we present the application of differential
privacy versions of two popular and highly effective machine
learning methods, Logistic Regression and Naı̈ve Bayes, for
the breast cancer classification and diabetes prediction prob-
lems. Figure 1 depicts the bird’s eye view of the proposed
framework for achieving differential privacy while training
a machine learning model on a breast cancer dataset and
a diabetes dataset. In summary, we introduce the following
contributions:

• Healthcare machine learning model vulnerabilities. We
focus on the privacy vulnerabilities for handwriting recog-
nition by presenting two scenarios where the recognition
model is trained and deployed on the cloud using the user-
sent data. In both examples, the cloud can be compromised
by malicious entities that can lead to leakage of sensitive
personal information with serious consequences.

• Differentially private Machine Learning. We present a
study of two differentially private machine learning al-
gorithms, Logistic Regression, and Naive Bayes, to lay
the foundation of developing privacy-preserving machine
learning models for healthcare problems while preserving
the privacy of the models.

• Privacy-preserving Machine Learning models for Di-
abetes and Breast Cancer classification problems. We
trained four different differentially-private Logistic Regres-
sion and Naive Bayes models for Diabetes and Breast Can-



Fig. 1. Privacy-vulnerable machine learning framework in healthcare.

cer classification problems. We also trained four different
non-private Logistic Regression and Naive Bayes baseline
models.
Paper Outline: The rest of the paper is outlined as follows.

In section II we describe the considered system model and its
vulnerability against various machine learning model attacks.
In section 3, we present background on the concept of differ-
ential privacy, logistics regression, and Naı̈ve Bayes. In section
4, we present our proposed system model with differentially
private logistic regression and Nav̈e Bayes. we describe the
experimental design and the datasets, and experimental results
in sections 5 and 6, respectively. Section 7 provides a guideline
for integrating the research outcome into undergraduate and
graduate curricula. Finally, section 8 concludes the paper with
a hint to the future direction.

II. SYSTEM AND THREAT MODELS

In this section, we discuss the system model, the machine
learning model vulnerabilities in the system, an adversary’s
capabilities in exploiting such vulnerabilities, and his/her goals
with the exploitation.

A. System Model

We consider a system where historical medical data are
amalgamated into a database hosted on a cloud, yielding
a training dataset for intelligent system design tasks (e.g.
diabetes prediction and breast cancer classification). Using this
training dataset, a machine learning model from a privacy-
preserving machine learning algorithm (e.g. Logistic Regres-
sion, and Naive Bayes) with differentially privacy guarantee
is trained and tested. Once, a stable and satisfactory model
is developed, it can be deployed in two possible ways. The
first deployment is hosting the model on a cloud and allow
different entities remotely through queries. Machine learning

as a service is such a practical cloud implementation which
is gaining a lot of attention lately. The model can also be
implemented on medical edge devices for local use). For
example, a testing facility might have this model installed
on their diabetes prediction device. The model can also be
accessed through other ways, such as making it accessible for
mass testing. We consider an honest-but curious attacker which
has access to the both could model and edge models and is
capable of some specific attacks which are discussed next. The
attacker’s goal from carrying out these attacks is multifaceted
including reconstructing the dataset used to train the model
and sell it to third parties for monetary gain. Figure 1 depicts
the system and threat models considered in this paper.

B. Threat Model

We consider an honest-but-curious attackers whose goal
is reconstruct the privacy-sensitive dataset used to train the
model. As outlined in system model (figure 1), the attacker
can carry out the following attacks on a model to achieve its
goal.

1) Membership inference attack: The membership infer-
ence attack exploits the age-old weakness of a typical machine
learning models: it responds differently on trained data than
on unseen data. In membership inference attack, an attacker
builds an attack model in a black-box manner by studying only
the output of a target model. This attack model can pinpoint
this weakness in a target model and use them to differentiate
members from non-members of the training dataset used to
train the model. In a membership inference attack, the attacker
develops a binary classifier to distinguish whether a query
input x is in a target dataset D. If the attacker can establish
with high confidence that x ∈ D is true or that x /∈ D is
false, the attack is effective. In The adversary only knows
the architecture of the target model and has black-box access
to it. For arbitrary input x the adversary can only obtain
the prediction vector p′(y|x) but cannot get the intermediate
computations[16], [19].

2) Model inversion attack: Model inversion attack aims
to reconstruct the training data from the access to a model.
Let us look at the following scenario to understand the the
context of this attack: An organization develops a model using
health-related data gathered from a huge number of people.
They intend to distribute the model to the public for broad
usage (e.g., by a medical clinic that specializes in customized
treatment) after restricting access to the model within the
organization (say, under some tight access control). This model
can be published in two ways: either releasing it as a black box
for public usage or releasing it as a white box with information
on its design and parameters. A model inversion attack intends
to find the correlations contained within the model which is
strong enough to be exploited to recover the sensitive training
data. In this attack, the attacker utilize publicly available model
and additional knowledge about the individuals in the training
group. The model-inversion is defined as the estimated inverse
function of fθ1, trained with v = fθ1(x) as input and x as
output. The attack is divided into three phases: (1) creating a



training set for the model-inversion; (2) training the model-
inversion; and (3) querying the model-inversion to retrieve the
input sample[11].

3) Reconstruction attack: Reconstruction attacks utilizes
the only the features to reconstruct the the raw private data
used to train a model[5], [3]. This type of attacks require
white-box access to the ML model. In other words, to
make this attack successful, the features in a model must
be known to an attacker. Some machine learning algorithms
store feature vectors in the model itself (e.g. Support Vector
Machine (SVM), KNN), making them extremely vulnerable
to reconstruction attacks. It is also showed that there is a
linear correlation between generalization error and probability
of inferring data attributes. However, such hypothesis might
work if we assume that the adversary has knowledge of the
prior distribution of the target features and labels [22]. Zhang
et al. [24] extended this work by relaxing the assumption
and showed that high predictive power is more susceptible
to reconstruction attacks.

III. PRELIMINARIES

A. Differential Privacy

Differential privacy is a technique for publicly disclosing
information about a dataset by describing the patterns of
groupings within the dataset while keeping information about
individual dataset members private. Differential privacy, pre-
sented by Dwork et al. in 2006[7], ensures that the same
conclusions will be reached for a query on a dataset, regardless
of the presence of an individual in the dataset. In other words,
we call an algorithm differentially private if its output on a
dataset is independent of the presence of any single tuple
in the dataset. This gold standard of privacy, unlike other
“medieval” privacy notions, provides privacy protection for
users regardless of the prior knowledge possessed by the
adversaries. A randomized algorithmM satisfies ε-differential
privacy if for any two datasets D and D′ (differing only in
one record) and any output S ∈ Range(M), satisfies:

e−ε ≤ Pr[M∈ S]

Pr[M∈ S′]
≤ eε (1)

Here, ε denotes the privacy level of M. Generally, differ-
ential privacy can be achieved by adding noise, drawn from
a probability distribution, to the results of the query function.
A popular way of guaranteeing differential privacy is Laplace
mechanism[8]. By definition, for a query function f : D → R,
a randomized algorithm M satisfies ε-differential privacy if

M(D) = f(D) + Lap
(S(f)

ε

)
(2)

Here, S(f) is the sensitivity of f and Lap(S(f)ε ) is the amount
of noise from Laplace distribution with center 0 and scaling
S(f)
ε [12]. The sensitivity S(f) of a query f is defined as
max

adjacentD,D′
|f(D)− f(D′)|.

Fig. 2. The proposed system model for privacy-preserving machine learning
with Logistic Regression and Naı̈ve Bayes in Healthcare.

B. Logistic Regression

Logistic regression is a very popular statistical model used
in medical research to describe data and to explain the
relationship between one dependent binary variable and one
or more independent variables. For a given dataset D =
{(xi, yi)}1≤i≤n, where (xi, yi) ∈ Rd×{−1, 1}1≤i≤n, logistic
function computes the weighted sum of the input features and
output the logistic of the results P (y|X) = 1

1+e−wTX
, where w

and X stand for the observed outcome and the d-dimensional
covariates of a sample respectively, and each dimension refers
to an attribute in a dataset. The parameters w are trained by
minimizing negative log-likelihood

∑
i log(1+e−yiw

txi) over
the training set.

C. Naı̈ve Bayes

Naı̈ve Bayes, based on the Bayes theorem, is simple
but highly effective method used frequently as a base-
line standard for classification tasks. Under curated tun-
ing, Naı̈ve Bayes is found be very accurate and used
for various practical applications. Consider a given dataset
D =

{(
x(1), y(1)

)
, . . . ,

(
x(n), γ(n)

)}
with d + 1 attributes

X1, X2, . . . , Xd, Y where Y ∈ Y is the output and
y = {c1, . . . , ck} is a set of responses. The Naive Bayes
model is known as a classification method based on the
Bayes theorem and the conditional independence assumption
P (X = x | Y = ck) =

∏n
i=1 P (Xj = xj | Y = ck). The

Bayes theorem is used to find the output y with the largest
posterior probability [12]:

y = argmaxP (Y = ck)×
n∏
i=1

P (Xj = xj | Y = ck) (3)

IV. PROPOSED DIFFERENTIALLY-PRIVATE MACHINE
LEARNING-BASED SYSTEM FOR HEALTHCARE

In this section, we present our proposed framework to
train privacy-preserving classification model for healthcare
problem. This current version of the framework utilizes
differentially-private version of two very popular machine
learning algorithms: logistic regression and Nav̈e Bayes. In
the future, we will incorporate different other differentially



private algorithms to perform not only classification, but also
regression and unsupervised tasks for healthcare. Figure 2
presents the workflow of the proposed system for healthcare
problems. The focus of work presented in this paper is cancer
and diabetes prediction. Initially, the input is the dataset.
This dataset is then pre-processed that implements methods
to detect missing and incorrect data, and error correction.
Then, feature selection and feature transformation are done
on the pre-processed dataset. The dataset is then used to train
differentially-private machine learning models. The privacy
parameter ε is tuned for each of logisitc regression and naı̈ve
bayes algorithms.

1) Differentially-private Logistic Regression: Chaudhuri
and Monteleoni [4] proposed a differentially private regular-
ized logistic regression algorithm based on solving a perturbed
optimization problem. The input to our algorithm is a set of
examples x1, . . . , xn over Rd such that ||xi|| ≤ 1 for all i,
a set of labels y1, . . . , yn for the examples, a regularization
constant λ and a privacy parameter ε and the output is a
vector w? in Rd. Note that for a vector x, ||x|| denotes its
Euclidean norm. The algorithm works as follows. First, it picks
a random vector b from the density function h(b) ∝ e−

ε
2 ||b||,

where the norm of b is picked from the Γ(d, 2ε ) distribution and
the direction of b is uniformly random. Next, given examples
x1, . . . , xn with labels y1, . . . , yn and a regularization constant
λ, it computes w? = argminw

1
2λw

Tw+ bTw
n + 1

n

∑n
i=1 log(1+

e−yiw
T xi) and output w?. This approach solves a convex

programming problem very similar to the logistic regression
convex program, and therefore it has running time similar to
that of logistic regression. It can be shown that, the output of
this algorithm preserves ε-differential privacy [4].

2) Differentially-private Naı̈ve Bayes: Vaidya et el. [21]
proposed the first and one of pioneered methods of differ-
entially private Naive Bayes classification. The central idea of
their method is to derive the sensitivity of classifier parameters
and utilize it to add noise (e.g. Laplace noise [9]) to guarantee
differential privacy in the trained classifier. For categorical at-
tributes, the sensitivity computation is done on the counts. For
a given attribute X with r possible attribute values x1, . . . , xr,
the probability is P (X = xk|Y = cj) = (nkj/n) where n is
the total number of training examples and njk is the number of
the training examples that also have X = xk. As the difference
in the counts due a new record is simply 1, the sensitivity
of each nkj is 1 for all attribute values xk and class values
cj . or numeric attributes, the probability P (X = x | Y = cj)
depends on mean µj and variance σ2

j , hence we need to
derive the sensitivity of both mean and standard deviation.
Assume that the values of attribute Xj lie in the range [lj , uj ],
the sensitivity for the mean is (uj − lj) /(n + 1) and the
sensitivity for the standard deviation is

√
n×(uj − lj) /(n+1).

Following this, Laplace noise is added to parameters (counts
for categorical attributes, mean and standard deviation for
numeric attributes) to preserve the privacy.

Fig. 3. Experiment Design

Parameter Values
ε 0.5, 1.0, 1.5, 2, 2.5, 3.0, 3.5, 4.0

Data norm 5, 7, 9, 11, 13, 15, 17, 19
TABLE I

PARAMETERS AND THEIR VALUES USED IN THE EXPERIMENT.

V. EXPERIMENTAL DESIGN

Our experiment design includes dataset preparation, train-
ing, and testing different models on the datasets, tuning
different privacy parameters to evaluate the balance between
privacy and utility. For comparison purposes, we implemented
four different models:
• Non-private Naive Bayes.
• Non-private Logistic Regression.
• Differentially private Naive Bayes.
• Differentially private Logistic Regression.
We used the scikit-learn and IBM diffPrivLib libraries for
implementing the vanilla and differentially private models,
respectively. private models, respectively. We used the R and
Python programming languages for developing the scripts to
create and analyze the models. We used accuracy as the
primary metrics to evaluate the models. In the experiment,
we evaluated two relationships:
1) Amount of privacy versus accuracy (for all the models)
2) Amount of privacy versus data norm versus accuracy (for

logistic regression)
Here, data norm defines the spread of the data that is protected.
In the experiment, we used the values presented in table I for
privacy parameter (ε) and data norm. following parameters:

Since the differentially private Logistic Regression and
Naı̈ve Bayes add random Laplace noise, 20 iterations have
been run in all experiments and the average was taken as the
final result.

A. Dataset

In the experiment, we use two popular datasets: Wisconsin
Breast Cancer Dataset [6] and Pima Indians Diabetes Dataset
[1]. In these datasets, the values of different features have
different ranges. Hence, normalization was applied to both
datasets to transform their values into a common scale.

1) The Wisconsin Dataset: The Wisconsin dataset includes
569 instances, 32 features, and 2 targets; either malignant or
benign. The dataset has no missing values. In this dataset, the
features describe the characteristics of the cell nuclei present
in breast mass. As described in the dataset, ten real-valued
features represent the radius, texture, perimeter, area, smooth-
ness, compactness, concavity, concave points, symmetry, and
fractal dimension of each cell nucleus.
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Fig. 4. Breast Cancer classification problem: Comparison among the four
models (data norm in differentially-private Logistic Regression = 20)

Fig. 5. Breast Cancer classification problem: Impact of the data norm in
differentially-private logistic regression over accuracy for different epsilon
values.

2) Pima Indians Diabetes Dataset: The dataset[1] comes
from women of Pima Indian heritage having at least 21 years
of age residing in or near Phoenix, AZ, and is originally
a part of a larger dataset held by the National Institutes of
Diabetes and Digestive and Kidney Diseases in the US. The
objective of the dataset is to diagnostically predict whether
or not a patient has diabetes, based on certain diagnostic
measurements included in the dataset. The dataset consists
of 768 observations (500 samples from non-diabetic patients
and 268 from diabetic patients) of medical details for Pima
Indians patients that contain eight medical predictor variables
and one target variable, Outcome. Predictor variables are all
numeric attributes that include the number of pregnancies the
patient has had, their plasma glucose concentration, blood
pressure, BMI, triceps skinfold thickness, insulin level, di-
abetes pedigree function, and age. The class attribute is a
binary variable that takes the values “0” or “1”, indicating
a negative and positive diagnosis for diabetes within 5 years
of the measurements, respectively.

VI. EXPERIMENTAL RESULTS

A. Results on Wisconsin Dataset

Figures 4 and 5 represent the results of the two relation-
ships in the Wisconsin dataset. From figure 4 the difference
between the private and non-private in terms of accuracy

Fig. 6. Diabetes: Comparison among the four models (data norm in
differentially-private Logistic Regression = 20)

is clear. The accuracy of non-private logistic regression and
Naive Bayes were 90.21% and 91.61%. Not surprisingly,
both non-private models achieve better accuracy (90%) than
the differentially private models. For the differentially private
models, with the increase in the value ε (in other words,
the decrease in privacy), the accuracy increases. The major
difference in the accuracy of private and non-private models
underlines the main trade-off between privacy and utility.
For instance, when ε is 0.1 the value of accuracy of both
privacy-preserving models is ≈ 57%. The meandering nature
of curves for differentially private Naive Bayes and Logistic
Regression is due to the randomness in the noise. One possible
way to control this is to continue generating noise until the
accuracy of a model meets a specific threshold. It is interesting
to see that, while both the non-private go side by side, a
similar trend was seen for their privacy-preserving versions,
regardless of the values of ε. However, the rate of growth
seems to be slowed down with the increase in value of ε.
In our future work, we will investigate this phenomenon to
increase the accuracy of the privacy-preserving models. In
differentially private Logistic Regression, there is an impact
of data norm on accuracy. The result presented in figure 5 has
some randomness for ε’s values 3-4, as the accuracy dropped
for some values of data norm. However, it is important to note
the data norm is usually set based on the domain expertise, not
at random. Yet, this result should be helpful in deciding which
value to pick to maintain higher accuracy, if given multiple
options.

B. Results on Pima Indian Diabetes Dataset

We present our experimental study on the two relationships
for the diabetes classification problem in figures 6 and 7.
Similar to the comparison among the four different models
in the breast cancer classification problem, both non-private
models achieve higher accuracy than the privacy-preserving
models. Here, both non-private models’ accuracy is less than
80%. However, the main difference here we observe in figure 6
is the correlation between ε and the accuracy of the two differ-
entially private models. Both models do not show significant
improvement in accuracy with the change in the value of ε. For



Fig. 7. Diabetes: Impact of the data norm in differentially-private logistic
regression over accuracy for different epsilon values.

example, for ε = 0.1 and ε = 2.0, the accuracy of differentially
private Logistic Regression are almost same. There is a scope
for investigating this problem further to improve the accuracy
of the differentially private models.

VII. CONCLUSION

In this paper, we have developed a differentially private
Naı̈ve Bayes and Logistic Regression classifiers for breast
cancer classification and diabetes prediction. We have tested
both classifiers on the real world datasets and the results show
that it is possible to achieve high accuracy with both models,
compared to baseline models. The future direction of this work
should look at how different feature engineering methods, such
as data augmentation, can improve the accuracy of the models,
and explore how to use differentially private deep learning to
develop more robust classifiers.
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